Non-Weather Emergency Messages – NWEM 

Over the EAS and NOAA Weather Radio All Hazards
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Introduction

What is NWEM?

NWEM gives local emergency services personnel the ability to initiate EAS alerts, better known as non-weather emergency messages (NWEM), which will be broadcast over the appropriate local NOAA Weather Radio (NWR) All Hazards stations. These alerts will be received by broadcasters for instant dissemination as EAS messages to appropriate areas of the state.  Possible alerts that come to mind are road closures due to heavy snow, instructions to stranded motorists, 911 telephone outages, hazardous material releases, evacuation warnings, and so on.  These NWR EAS alerts will be heard directly by the public, as well as received by broadcasters and cable systems for relay to their audiences.
NWEM is based on the National Weather Services’ (NWS) HazCollect program and can be viewed as a “manual HAZCollect procedure”, that allows us to use the tools that have been put in place during the construction of HAZCollect before the final product is released which is expected to be some time later 2009.  When HAZCollect is complete, NWEM will dovetail into the HAZCollect startup, and will remain as a backup procedure.
Who will be authorized to originate these alerts?

Governmental Public Safety Agencies
Do I need to know which NWR and EAS stations I want the message broadcast on?

No, all you will have to do is fax your message to your NWS Field office with the appropriate information and the NWS will input the proper EAS code number for the indicated area. 
How does my alert get transferred from the NWR system to all of the broadcasters and cable systems?

The NWR system gives the NWS an entry point into the broadcast EAS world.  A special EAS code number is assigned to each county.  All broadcast and cable stations have electronic boxes that are programmed to recognize these special EAS code numbers and re-broadcast or relay the alert.
Will my local broadcasters and cable operators automatically carry my alerts?

NWEM EAS Alerts will be received by all broadcast stations and cable systems in your area.  However, the alert will not actually be re-broadcast to the public unless your local broadcasters and cable operators have programmed their EAS decoders to re-broadcast all of the non-weather EAS codes you may be sending.  
To improve reliability of your message reaching the public via EAS, you should contact your local broadcasters and cable operators now, to discuss with them the advantages of this program and hopefully reach at least a verbal agreement with them that they will program their EAS decoders properly and carry your alerts.  You may want to contact your regional EAS representative for additional information.  To help broadcast stations and cable systems program their EAS units, refer them to Page 3 of the Wisconsin EAS Plan (www.sbe24.org/eas/).  You may also want to suggest that your local broadcasters and cable operators monitor the local NOAA Weather Radio All Hazards signal directly if they are not doing so already, rather than receiving your alerts relayed through another source.  This will help ensure the timely receipt of your emergency messages.
What kind of NWEMs can I generate & how do I decide which one to use for my emergency alert?

In Wisconsin, you can initiate thirteen (13) kinds of non-weather emergency alerts. They are listed in appendix A of this document.  It will be up to the Officer in Charge, Incident Commander, County Sheriff, and County Emergency Management Director to collectively decide which alert fits the situation.  
What criteria should I use to determine if a NWEM is warranted?
Generally, a NWEM is warranted if public safety is a critical issue, time is critical and other dissemination or alert systems are not sufficient.  The criteria are listed in Appendix B of this document. These criteria must be adhered to.

Where do I find the actual procedure to originate a NWEM message?

For step-by-step instructions on how to originate a NWEM alert, see Appendix C of this document.
Will there be reviews of NWEM activations?

Yes - For the benefit of all involved, all activations will be reviewed by the Wisconsin HAZCollect Oversight Committee.  Officials who use NWEM for EAS activation are expected to coordinate a mutually-agreeable time to review the activation with the Committee.  Officials are encouraged to offer suggestions to improve the process as part of the review process.

Words of Caution

NWEM is a valuable and powerful new tool that Emergency Services agencies have acquired to access all area broadcasters and cable operators via the EAS.  However, if not used prudently, you put yourself in danger of losing this tool.  Broadcasters and cable operators are expecting the EAS to be used only for life-threatening emergencies.
Once the NWEM has been generated and transmitted to the broadcast media it can’t be stopped from tone-alerting the NWS’s weather radio system and interrupting all broadcast and cable stations.  You must be absolutely sure you need to use the capabilities of EAS and NWEM.
Additionally, keep in mind two things.  First, some broadcasters and cable operators have their EAS Decoders set on Automatic Mode.  There is no one there to screen your message and decide if it should be aired.  They are depending on you to only send an EAS Alert for a very serious emergency.  The first time you trigger the system for a frivolous event, you will lose some confidence of your area broadcasters and cable operators.  The second thing to remember is that broadcasters and cable operators participate in the local-level EAS on a voluntary basis.  No one can force them to carry your EAS Alerts.  Maintain a good relationship with your local broadcasters and cable operators, and they will come through for you.
Application to use NWEM system 

How do counties gain approval to send these alerts?

Becoming authorized for NWEM origination is a simple process.  

1.  Each state agency and county seeking the ability to send NWEM alerts must choose one person 
to be the NWEM Administrator.

2.  Each agency or county seeking authorization selects staff (usually OIC or operations, more?) who will review this document to recognize the criteria needed to send an NWEM. They will also become familiar with the process of sending an NWEM message. When the administrator is comfortable with staff familiarity with NWEM guidelines, the administrator faxes the names and positions of those authorized to initiate the NWEM procedure to one of the following Warning Coordination Meteorologist:  
	c
	WCM
	E-mail
	Web Site
	Telephone #
	Fax #

	Milwaukee
	Rusty Kapela
	rusty.kapela@noaa.gov
	www.weather.gov/mkx
	262-965-2906
	262-965-4296

	Green Bay
	Jeff Last
	jeff.last@noaa.gov
	www.weather.gov/grb
	920-497-8771
	920-494-5823

	La Crosse
	Todd Shea
	todd.shea@noaa.gov
	www.weather.gov/arx
	608-784-8292
	608-784-8238

	Minneapolis
	Todd Krause
	todd.krause@noaa.gov
	www.weather.gov/mpx
	952-361-6671
	952-361-6668

	Duluth
	Carol Christenson
	carol.christenson@noaa.gov
	www.weather.gov/dlh
	218-729-0653
	218-729-0690


Note: telephone numbers are unlisted – please do not give to the general public.
3.  The NWS WCM will fax back an approval for your records.
Appendix A
NWEM Message Types
Below is a table showing possible NWEMs (based on a general national list) that NWS Offices that service Wisconsin could relay through its communication systems.  The message identifier and message name are given.

ADR
Administrative Message


LEW
Law Enforcement Warning

CDW
Civil Danger Warning


LAE
Local Area Emergency

CEM
Civil Emergency Message

TOE
911 Telephone Outage Emergency

EQW
Earthquake Warning


NUW
Nuclear Power Plant Warning

EVI
Evacuation Immediate


RHW
Radiological Hazard Warning

FRW
Fire Warning



SPW
Shelter-in-Place Warning

HMW
Hazardous Materials Warning


Any follow-up messages after the original warning message are to be under the ADR message identifier.  Initial warning message is tone-alerted and SAME’d (Specific Area Message Encoder) on NOAA Weather Radio All Hazards, and the follow-up ADR is SAME’d, but not tone-alerted (1050 Hz).

1.
Administrative Message (ADR).  A non-emergency message that provides updated information about an event in progress, an event that has expired or concluded early, pre-event preparation or mitigation activities, post-event recovery operations, or other administrative matters pertaining to the Emergency Alert System.  The ADR is to be used for all follow-up messages pertaining to an original warning.
2. Civil Danger Warning (CDW).  A warning of an event that presents a danger to a significant civilian population.  The CDW, which usually warns of a specific hazard and gives specific protective action, has a higher priority than the Local Area Emergency (LAE). Examples include contaminated water supply and imminent or in-progress military or terrorist attack.  Public protective actions could include evacuation, shelter in place, or other actions (such as boiling contaminated water or seeking medical treatment).

3. Civil Emergency Message (CEM).  An emergency message regarding an in-progress or imminent significant threat(s) to public safety and/or property.  The CEM is a higher priority message than the Local Area Emergency (LAE), but the hazard is less specific then the Civil Danger Warning (CDW).  For example, the CEM could be used to describe a change in the Homeland Security Alert System level in response to a terrorist threat.

4. Earthquake Warning (EQW).  A warning of current or imminent earthquake activity.  Authorized officials may recommend or order protective actions according to state law or local ordinance.

5. Evacuation Immediate (EVI).  A warning where immediate evacuation is recommended or ordered according to state law or local ordinance.  As an example, authorized officials may recommend the evacuation of affected areas due to an approaching tropical cyclone.  In the event a flammable or explosive gas is released, authorized officials may recommend evacuation of designated areas where casualties or property damage from a vapor cloud explosion or fire may occur.

6. Fire Warning (FRW).  A warning of a spreading wildfire or structural fire that threatens a populated area.  Evacuation of areas in the fire’s path may be recommended by authorized officials according to state law or local ordinance.

7. Hazardous Materials Warning (HMW).  A warning of the release of a non-radioactive hazardous material (such as a flammable gas, toxic chemical, or biological agent) that may recommend evacuation (for an explosion, fire or oil spill hazard) or shelter in place (for a toxic fume hazard).

8. Law Enforcement Warning (LEW).  A warning of a bomb explosion, riot, or other criminal event (e.g. a jailbreak).  An authorized law enforcement agency may blockade roads, waterways, or facilities, evacuate or deny access to affected areas, and arrest violators or suspicious persons.
9. Local Area Emergency (LAE).  An emergency message that defines an event that by itself does not pose a significant threat to public safety and/or property.  However, the event could escalate, contribute to other more serious events, or disrupt critical public safety services. Instructions, other than public protective actions, may be provided by authorized officials. Examples include: a disruption in water, electric or natural gas service, road closures due to excessive snowfall, or a potential terrorist threat where the public is asked to remain alert.
10. 911 Telephone Outage Emergency (TOE).  An emergency message that defines a local or state 911 telephone network outage by geographic area or telephone exchange.  Authorized officials may provide alternative phone numbers in which to reach 911 or dispatch personnel.

11. Nuclear Power Plant Warning (NUW).  A warning of an event at a nuclear power plant classified such as a Site Area Emergency or General Emergency as classified by the Nuclear Regulatory Commission (NRC).  A Site Area Emergency is confined to the plant site; no off-site impact is expected. Typically, a General Emergency is confined to an area less than a 10-mile radius around the plant.  Authorized officials may recommend evacuation or medical treatment of exposed persons in nearby areas.

12. Radiological Hazard Warning (RHW).  A warning of the loss, discovery, or release of a radiological hazard. Examples include: the theft of a radioactive isotope used for medical, seismic, or other purposes; the discovery of radioactive materials; a transportation (aircraft, truck or rail, etc.) accident which may involve nuclear weapons, nuclear fuel, or radioactive wastes.  Authorized officials may recommend protective actions to be taken if a radioactive hazard is discovered.
13. Shelter in Place Warning (SPW).  A warning of an event where the public is recommended to shelter in place (go inside, close doors and windows, turn off air conditioning or heating systems, and turn on the radio or TV for more information).  An example is the release of hazardous materials where toxic fumes or radioactivity may affect designated areas.

Appendix B
NWEM Usage Criteria
Generally, a NWEM is warranted if public safety is a critical issue, time is critical and other dissemination or alert systems are not sufficient.  The criteria are listed in Appendix B of this document. These criteria must be adhered to.

· PUBLIC SAFETY IS INVOLVED - Information to be disseminated will aid in reducing the loss of life or the substantial loss of property - when there is a public safety issue (significant hazardous material releases, nuclear power plant explosions, terrorist attacks, chemical spills, toxic fumes, train derailments, etc.).

· ADVANCE \d 4TIME CRITICAL - Event requires immediate public knowledge to avoid adverse impact.

· ADVANCE \d 4OTHER MEANS OF DISSEMINATION - If other means of disseminating the information are not adequate to ensure rapid delivery of urgent information of an immediate threat, or of significant importance to life and property.

· ADVANCE \d 4OFFICIAL INFORMATION - The source of the information should be a local government whose information directly supports federal responsibilities concerning the protection of life and property.

· MESSAGE CONTENT - Information length and format is consistent with other NWS-


disseminated material (short, sweet, and simple).

· ADVANCE \d 4MESSAGE FREQUENCY - Information should be non-routine and infrequent.

· ADVANCE \d 4MESSAGE INTEGRITY - Information is complementary and not counterproductive to


the NWS warning program.
Normally, an Incident Commander at the scene, in conjunction with an Emergency Management Director and possibly the County 911 Communications Shift Supervisor (or designee), will be a position to decide if NWEM is needed to communicate an emergency message.  

The person(s) who decides that a NWEM needs to be broadcast on NWS communications channels is (are) responsible for the outcome and impact of that NWEM.
Once the decision has been made to utilize NWEM capabilities, either the County Emergency Management Director (or designee), or the County (or large city) 911 Communication Shift Supervisor (or designee) will type and transmit the NWEM.

It is highly recommended (time permitting) that the County Emergency Management Director, or County (or large city) 911 Communication Shift Supervisor (or their designee) contact the local NWS Forecast Office that services their county and notify them that a NWEM will be arriving shortly via FAX.  This will minimize surprises.

The on-duty, NWS, Senior Forecaster will then call the requesting person/agency for authentication purposes.

Below is a map showing which Wisconsin counties are serviced by the five NWS offices:

[image: image1]
	c
	WCM
	E-mail
	Web Site
	Telephone #
	Fax #

	Milwaukee
	Rusty Kapela
	rusty.kapela@noaa.gov
	www.weather.gov/mkx
	262-965-2906
	262-965-4296

	Green Bay
	Jeff Last
	jeff.last@noaa.gov
	www.weather.gov/grb
	920-497-8771
	920-494-5823

	La Crosse
	Todd Shea
	todd.shea@noaa.gov
	www.weather.gov/arx
	608-784-8292
	608-784-8238

	Minneapolis
	Todd Krause
	todd.krause@noaa.gov
	www.weather.gov/mpx
	952-361-6671
	952-361-6668

	Duluth
	Carol Christenson
	carol.christenson@noaa.gov
	www.weather.gov/dlh
	218-729-0653
	218-729-0690


Note: telephone numbers are unlisted – please do not give to the general public.

Procedure to activate NWEM message
The criteria for generation of NWEM activation follow, and generation occurs only after it has been authorized by the Incident Commander, County Sheriff, or County Emergency Management Director.

Making the Decision to use NWEM:

Generally, a NWEM is warranted if public safety is a critical issue, time is critical and other dissemination or alert systems are not sufficient.  The criteria below must be adhered to.

· PUBLIC SAFETY IS INVOLVED - Information to be disseminated will aid in reducing the loss of life or the substantial loss of property - when there is a public safety issue (significant hazardous material releases, nuclear power plant explosions, terrorist attacks, chemical spills, toxic fumes, train derailments, etc.).

· ADVANCE \d 4TIME CRITICAL - Event requires immediate public knowledge to avoid adverse impact.

· ADVANCE \d 4OTHER MEANS OF DISSEMINATION - If other means of disseminating the information are not adequate to ensure rapid delivery of urgent information of an immediate threat, or of significant importance to life and property.

· ADVANCE \d 4OFFICIAL INFORMATION - The source of the information should be a local government whose information directly supports federal responsibilities concerning the protection of life and property.

· MESSAGE CONTENT - Information length and format is consistent with other NWS-


disseminated material (short, sweet, and simple).

· ADVANCE \d 4MESSAGE FREQUENCY - Information should be non-routine and infrequent.

· ADVANCE \d 4MESSAGE INTEGRITY - Information is complementary and not counterproductive to


the NWS warning program.
Message Content 

The NWEM should be short and concise.  It cannot be more than 90 seconds of verbal text (about 200 written words).  In general, the following information will be included in the message as appropriate:

a. Type of hazard or incident.

b. Location of hazard or incident.

c. Specific area to be alerted.

d. Actions to be taken by affected people.

e. Where to get additional information.
f. Length of time message to be broadcast.

This information should be faxed to your nearest NWS office using the NWEM Fax Sheet (next page).  Before faxing, however, make sure you have called the NWS office and alert them of the incident and your request for a speedy NWEM dissemination. The numbers are:

	NWS Office
	WCM
	E-mail
	Web Site
	Telephone #
	Fax #

	Milwaukee
	Rusty Kapela
	rusty.kapela@noaa.gov
	www.weather.gov/mkx
	262-965-2906
	262-965-4296

	Green Bay
	Jeff Last
	jeff.last@noaa.gov
	www.weather.gov/grb
	920-497-8771
	920-494-5823

	La Crosse
	Todd Shea
	todd.shea@noaa.gov
	www.weather.gov/arx
	608-784-8292
	608-784-8238

	Minneapolis
	Todd Krause
	todd.krause@noaa.gov
	www.weather.gov/mpx
	952-361-6671
	952-361-6668

	Duluth
	Carol Christenson
	carol.christenson@noaa.gov
	www.weather.gov/dlh
	218-729-0653
	218-729-0690


 
Note: telephone numbers are unlisted – please do not give to the general public.

Any follow-up messages after the original warning message are to be under the ADR message identifier.  Initial warning message is tone-alerted and SAME’d (Specific Area Message Encoder) on NOAA Weather Radio All Hazards, and the follow-up ADR is SAME’d, but not tone-alerted (1050 Hz).

NWS Non-Weather Emergency Message Fax Sheet

Date/Time:_______________________________________                                
Name (Requesting Official):_____________________________________________________                                                                     
Title (Requesting Official):_______________________________   Agency:____________________________
Phone: (_____)_____________________________  
NWS may call back to ensure authenticity
Location of incident (city, county, state): ________________________________________________________                                                      
Specific EAS area to be alerted (e.g., city, part of county, etc.):_______________________________________

_______________________________________________________________________________________________________________                           
Type of Message:                            New
     Follow-up (Use ID: ADR)

Type of Hazard (clearly check one).  Review definitions of Product Type, located in your local emergency action plan.  If unsure, use Civil Emergency Message:


	X
	ID
	Product Type
	X
	ID
	Product Type

	
	ADR
	Administrative Message 
(Use for follow-up info)
	
	LEW
	Law Enforcement Warning

	
	CDW
	Civil Danger Warning
	
	LAE
	Local Area Emergency

	
	CEM
	Civil Emergency Message
	
	NUW
	Nuclear Power Plant Warning

	
	EVI
	Evacuation Immediate
	
	RHW
	Radiological Hazard Warning

	
	FRW
	Fire Warning
	
	SPW
	Shelter In Place Warning

	
	HMW
	Hazardous Materials Warning
	
	TOE
	Telephone Outage Emergency


Length of time message should be broadcast on the air (hours/minutes):  ______Hours   ______Minutes
Specific message that will be broadcast (use additional page if necessary):
“This is an urgent message from _____________________________________________________ 







     (Agency name)

{Body of message to include what, who, where, possibly why and how.  IMPORTANT: Keep under 90 seconds of verbal text –  200 words of text or less.}

Stay tuned to local TV and radio for further information.”

CALL BEFORE �FAXING MESSAGE�NWS ___________________ �Voice: __________________ �Fax: ___________________ 








