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Introduction

Purpose

This workshop series will provide participants an opportunity to focus on the validity and feasibility of their Wisconsin State Departmental Continuity of Operations Plans (COOPs) and identify any gaps/weaknesses in the policies and procedures outlined in the plans. 
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Scope

The Continuity of Operations Plans (COOP) Table Top Exercise Series will test individual departmental COOP plans and will evaluate components of these plans to include activation and relocation to an alternate facility, operations at the alternate facility, and reconstitution.  
Design Objectives

Workshop objectives are focused on improving understanding of operations plans, identifying opportunities or problems, and/or achieving a change in attitude.  The following objectives have been identified:
Objective 1: Ensure the COOPs provide for the continuous performance of a department’s essential functions/operations during an emergency. 
Objective 2:  Determine if the COOPs address the protection of essential facilities, equipment, records and other assets.
Objective 3: Identify how the COOPs reduce or mitigate disruptions of operations.
Objective 4: Ensure the actions with the COOPs will reduce the loss of life and minimize damages/losses.
Objective 5: Determine if the COOPs provide for a timely and orderly recovery from an emergency and resumption of full services to customers.
Exercise Structure
This will be a two hour multimedia, facilitated workshop.  Participants will respond to questions posed during three distinct modules:
· Module 1 – Activation & Relocation 
· Module 2 – Alternate Facility Operations
· Module 3 – Reconstitution 

Each module will begin with a situation briefing or update.  Following the situation briefings, exercise participants will engage in facilitated breakout discussions of the scenario questions. For this workshop, the breakout groups will consist of the following:
· Community Services
· Finance and General Government
· Health and Human Services Agency

· Land Use and Environmental

· Public Safety

Roles and Responsibilities
Players respond to the situation presented based on expert knowledge of their departmental COOP plans, and insights derived from experience and/or training.

Observers support the functional groups as they develop responses to the situation in the caucus sessions.

Facilitators provide situation updates and moderate discussions.  They also provide additional information or resolve questions as required.  State agency representatives will assist with facilitation as subject matter experts (SMEs) during the workshop.
Assumptions and Artificialities
In any exercise, a number of assumptions and artificialities may be necessary to complete play in the time allotted.  During this workshop, the following apply:
· The scenario is plausible, and events occur as they are presented.

· There are no “hidden agendas” or trick questions.

· All players receive information at the same time.

Exercise Rules

There is no “school” solution.  Varying viewpoints, even disagreements, are expected.  This workshop is intended to be a safe, open, stress-free environment.  The following exercise rules apply to this workshop:

· Respond based on your knowledge of current plans and capabilities (i.e., you may use only existing assets) and insights derived from the experience and/or training.

· Your organization’s positions or policies do not limit you.  Make your best decision based on the circumstances presented.

· Decisions are not precedent setting and may not reflect your organization’s final position on a given issue.  This is an opportunity to discuss and present multiple options and possible solutions.

· Assume cooperation and support from response agencies and departments.

· The situation updates, written material, and resources serve as the basis for discussion.  There are no situational injects.

Additional Information
During the exercsie, you may need specific information to assist you in making a decision.  The appendices to this Situation Manual (SITMAN) contain additional information you may use in your discussion.  As you participate, draw on your experience and knowledge of how the field, local government, county, state, and federal agencies/departments work together to respond to a bioterrorist attack. 
Exercise Schedule



12:30
p.m.

Registration


1:30
p.m.
Welcome and Introductions

  1:40  p.m.
Module 1 – Activation & Relocation



Situation Update




Facilitated Discussion

     2:10  
p.m.        Module 2 – Alternate Facility Operations 





Facilitated Discussion
  2:50  p.m.
Module 3 – Reconstitution 




Facilitated Discussion

3:20
p.m.
Closing Comments

3:30
p.m.
Adjourn
Module 1 – Activation & Relocation
(Please do not open until instructed to do so.) 
Module 1 – Activation & Relocation
Background – The Face of Terrorism
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Many speak of a “new framework for national security” in which the fight against terrorism will take prominence.  
In the latest round in the war against terrorism, the Nation’s leaders have reiterated the need for preparedness against all kinds of threats.  Long-held taboos have been broken, and today’s terrorist has the potential to be far more deadly than ever before.  The tools of the terrorist have evolved from pipe bombs and guns to massive ammonium nitrate bombs, to using airliners as flying bombs and the dissemination of anthrax.

Extremist and absolutist ideologies allow perpetrators to take extraordinary measures in support of their goals.  Sleeper cells of terrorists are known to exist within our borders, and they plot with outside terror groups.  The United States has seen several domestic terrorist organizations including the Symbionese Liberation Army, the Posse Comitatus and the Weather Underground as well as individuals, Ted Kaczynski and Timothy McVeigh.  Recent news reports indicate that leaders of domestic terror groups are trying to establish alliances with al-Qaeda, because in their minds, they "share the same enemies."

November 2012 – September 2013
After his successful test on the East Coast, Jonathan Baker, Ph.D., relocated to Dane, Wisconsin, where he had spent most of his life.  He brought with him a small sample of Bacillus anthracis stock and a CD with 400 MB of data on the biological and pharmaceutical processes needed to manufacture weaponized anthrax.  He also knew from published data on his ‘test’ which of the various milling and drying processes he had tried resulted in the highest infection rates and most serious contamination problems.  Since he had sterilized and destroyed all of his equipment, and just for good measure burned his house/secret lab to the ground in an ‘accidental’ kitchen fire, he had to build a new lab from scratch, slowly accumulating the necessary equipment from lab and hospital equipment auctions throughout the .  Baker did not need a tremendous amount of Bacillus anthracis to settle his score with the County of Dane in particular, and with other State government agencies.
In 2000 Baker’s son Mortimer died of spinal meningitis, a disease he apparently acquired during a short stay in a local jail after an arrest by the Wi. DOJ investigators Department for fraud.  The death had destroyed his marriage, estranging Baker from his wife and other two children.  He became mentally unhinged soon thereafter.  He had become a dangerous psychopath by 2005. Baker unfairly blamed the Wisconsin government for his son’s death.
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During the five years it took him to culture and refine a sufficient amount of Bacillus anthracis spores after moving to Madison, Baxter spent much of his time studying the emergency response systems in at the Federal, State and local level.  He did a careful reconnaissance of the County, eventually identifying environmental sensors that could be accessed without drawing attention to himself or being photographed.  Wind direction and speed were charted daily and commercial software was used to plot likely dispersal patterns from a large anthrax release.  Baxter also noted seasonal flu patterns in the County.
In early August 2012 Baker judged himself ready and proceeded to make one final test.  Secreting a small sealed vial of weaponized anthrax spores inside a tube of toothpaste, Baxter traveled to the West African nation of Senegal where Bacillus anthracis is endemic.  There he contrived to expose a local hide tanner to an inhalation dose of the 

spores. He remained in the community to be sure the worker developed the flu-like symptoms expected of inhalation anthrax, then departed for home.  He later read of the worker’s death and proclaimed his ‘clinical trial’ a success.  While considered routine, a bulletin on the inhalation anthrax fatality in Senegal is distributed throughout the U.S. healthcare provider community.
September 20, 2013
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Baker has identified several targets in the County for his anthrax attack.  As much as he would like to spread anthrax spores across the entire county, only a nation-state had the resources to make that much weaponized anthrax.  He would satisfy himself with targeted attacks on several Wisconsin State government facilities open to the public within the operational area.
Baker conducts his attacks by entering the targeted facilities, moving to the most widely used men’s rest room and entering a stall.  He uses a small aerosol generator to release the weaponized spores for several minutes.  Although he has previously been vaccinated, he dons gloves and mask while releasing the spores.
September 22, 2013
Multiple patients begin to present at local hospitals with severe flu like symptoms. The majority of patients are county employees working at various locations throughout Dane County. Nasopharyngeal swabs and sputum tests are negative for influenza, and tests are immediately conducted for inhalation anthrax.  Preliminary tests are positive, and confirmatory samples are sent to the State Lab at University of Wisconsin, with duplicate samples to the CDC in Atlanta, and the FBI in Quantico. The SEOC is partially activated and the Department of Health and Human Services begins an epidemiological investigation.
September 23, 2013
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Environmental samples taken from several government facilities have shown positive for Bacillus anthracis spores. The extent of the contamination at this time is unknown. After conferring with the SEOC Policy Group, the Director of WEM directs all affected departments to immediately evacuate their primary operating facility and activate their Continuity of Operations Plans. 
Summary of Key Issues

· A bioterrorist attack has occurred at several State government facilities. Note: Exercise participants should assume that their primary operating facility was one of the facilities attacked.  The alternate facility is not in the attack zone.
· Multiple patients present at local hospitals with severe flu like symptoms, which is diagnosed as inhalation anthrax. Note: The number of patients presenting is not significant enough to impact departmental staffing levels. 
· The Director of WEM has ordered the affected facilities evacuated and departmental COOP activated.
Task

You have 30 minutes to consider the issues raised in this module.  You should also identify any additional requirements, critical issues, decisions, and questions you believe should be addressed at this point of the scenario.
Module 1
Questions

Participants are not required to address every question in this module.  Take a moment to review the questions in their entirety, and then focus on the critical issues of major concern for your department at this point in the exercise.
Activation & Relocation
1. Has an appropriate level of planning been done to implement COOP plans and procedures?  

Discussion Points:

· Does the plan contain a decision matrix for COOP activation with warning or without warning during duty hours, and during non-duty hours? (phone lists, etc.) 

· Does the plan contain procedures to attain operational capability within 12 hours of COOP activation?  

· Is there a procedure to notify alternate facility(ies) manager of COOP activation?  

· Is there a procedure to notify the Director of Emergency Services upon implementation of COOP plans? 

· Does your COOP plan identify the departments necessary to continue essential functions? 

· Is there a procedure to notify outside departments necessary to continue essential functions?

2. Does the COOP Plan contain procedures to notify all department personnel of COOP activation?

Discussion Points:

· Does a roster of fully equipped and trained COOP essential personnel with the authority to perform essential functions and activities exist? 

· Is there a procedure to notify COOP essential personnel?

· Does the plan contain directions and maps of routes from primary location to alternate operating facilities?

· Does the plan contain a procedure(s) for personnel accountability throughout the duration of the COOP activation? 
· Is there a procedure for employee advisories, and alerts for non-emergency personnel?
3. Does the plan identify processes and procedures to acquire the resources necessary to continue essential functions and sustain operations for up to 30 days been established?  

Discussion Points:

· Is there a procedure for ordering all necessary equipment/supplies not in place at the alternate facility(ies)?  

· Is there a procedure to move records, not pre-positioned, from the primary to the alternate facility(ies)?  

4. Is there a procedure that specifies how and when direction and control of agency operations will be transferred to the devolution site?

Discussion Points:

· Is there a procedure to prioritize essential functions and determine necessary resources to facilitate their immediate and seamless transfer to a devolution site?  

· When the devolution option of the COOP is activated, has a roster identifying fully equipped and trained personnel with the authority to perform essential functions and activities at the designated devolution site been developed?  

Module 2 – Alternate Facility Operations
(Please do not open until instructed to do so.)

Module 2 – Alternate Facility Operations
October 2, 2013 – Two weeks later
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Dane County appears to once again be under a bioterrorist attack when anthrax laced letters are received at several facilities throughout San Diego County. While several of the affected sites were not targets of the first attack, a small number of facilities attacked in the second wave house relocated departments from the first attack. Once again, an evacuation of the affected facilities is ordered.
Task

You have 30 minutes to consider the questions in this Module.  You should also identify any additional questions, critical issues, or decisions you feel should be addressed at this time.  Your decisions should be made using information provided and your best judgment of how to proceed.

Module 2
Questions

Participants are not required to address every question in this module.  Take a moment to review the questions in their entirety, and then focus on the critical issues of major concern for your department at this point in the exercise.
Alternate Facility Operations
1. Is the alternate facility located in an area where the ability to initiate, maintain, and terminate operations can occur without disruption? 

Discussion Points:

· Did the department consider internal departmental sites for alternate site selection before choosing an external departmental site?  

· If the alternate facility is not owned or leased by the organization, has an MOA/MOU been established with the owner or occupant of the facility? 

· Was consideration given to other options, such as telecommuting locations, work-at-home, virtual offices, and joint or shared facilities? 

2. Has a risk analysis of the alternate facility been performed?

Discussion Points:

· Were all possible scenarios that could require COOP relocation (e.g., fire, flood, potential threat of terrorism considered)?

· Do alternate facilities consider the distance from the threat area of any other facilities/locations (e.g., hazardous materials/nuclear power plants, areas subject to natural disasters or civil unrest)?

· Did planning for the alternate facility include appropriate physical security and access controls?

· Is there a need for security personnel to provide perimeter access control and internal security functions? If so, what notification/coordination is required to obtain security support?

3. Do alternate facilities provide the ability to be operational not later than 12 hours after activation and allow for sustained operations for up to 30 days? 

Discussion Points:

· How many associates per shift will be required to accomplish essential functions for 30 days or until the event is terminated? 

· What is the minimum amount of space employees need to accomplish their function under emergency conditions? 

· What are the equipment and furniture requirements for the facility? Are they identified in the plan? 

· Has planning for the alternate facility included reliable logistical support, services, and infrastructure systems, including water, electrical power, heating and air conditioning, etc?

· Do alternate facilities have access to essential resources such as food, water, fuel, medical facilities, and municipal services (e.g., fire, police)?  

· If the alternate facilities are located at a distance from the primary site, have plans been developed to address housing for emergency staff (e.g., billeting within facility, local motels)? 

4. Have you considered your transportation and parking requirements at the alternate facility?

Discussion Points:

· Do you need government vehicles at the facility?  

· Do you need rental vehicles at the facility (have you identified a source)?

· What mode of transportation will your employee use to travel to the alternate site?  

5. Are there available interoperable and redundant communications?  

Discussion Points:

· Does the same level of communications interoperability exist at the alternate facility?  

· Has planning for the alternate facility included interoperable communication with all identified essential internal department organizations?  

· Is the alternate facility outside the communications and data grid of the primary facility? 

· Is the planned communications capability commensurate with the department’s essential functions and activities (sufficient telecommunication lines and data lines)?  

6. Does the plan ensure the identification and protection of vital records, systems, and data management software and equipment?  

Discussion Points:

· Does the plan include procedures for handling classified or sensitive information (if applicable) at the alternate facility site?  

· Have emergency operating records, such as emergency plans and directives; orders of succession; delegations of authority; staffing assignments; and related records of a policy or procedural nature been included?  

· Have legal and financial records critical to carry out a department’s essential functions and activities been included?  

· Does the plan include provisions to protect the legal and financial rights of citizens?  
· To the extent possible, have vital records, data management software, and equipment been pre-positioned and updated on a regular basis to include duplicate records or backed-up electronic files?  

Module 3 – Reconstitution
(Please do not open until instructed to do so.)
Module 3 – Reconstitution
October 23, 2013– One month post-attack
One month following the initial anthrax attacks, county and federal officials announce that the threat to human health posed by the anthrax attacks no longer exists and that all displaced departments are to resume normal operations following a phased return to their primary operating facility.
Task

You have 30 minutes to consider the questions in this Module.  You should also identify any additional questions, critical issues, or decisions you feel should be addressed at this time.  Your decisions should be made using information provided and your best judgment of how to proceed.
Module 3
Questions

Participants are not required to address every question in this module.  Take a moment to review the questions in their entirety, and then focus on the critical issues of major concern for your department at this point in the exercise.
Reconstitution

1. Does the department have an executable plan to transition from COOP status to an efficient normal operations status once a threat or disruption has passed?

Discussion Points:

· Is there a procedure to inform all personnel that the threat of or actual emergency no longer exists, and provide instructions for resumption of normal operations?  

· Is there a procedure to supervise an orderly return to the primary operating facility or movement to other temporary or permanent operating facility?  

· Is there a procedure to affect a smooth transition from a relocation site, whether standard COOP or devolution scenario, to a new or restored headquarters facility?  

· Is there a procedure establishing capabilities to restore or reconstitute department authorities to their pre-event status upon termination of devolution? 

· Is there a procedure to verify that all systems, communications, and other required capabilities are available and operational and the department is fully capable of accomplishing all essential functions and activities at the new or restored facility?  

· Is there a procedure for the Department Head to report status of the relocation to the Director of Emergency Services and other points of contact, as necessary?  

2. Is there a procedure to conduct an after-action review of COOP operations and effectiveness of plans and procedures?
Discussion Points:

· Is there guidance in the after-action review process to identify areas of correction, and develop a remedial action plan as soon as possible after the reconstitution?  
3. If this were a pandemic influenza incident rather than an anthrax incident, how would you respond to a 30% reduction of staff?  How would this affect your essential functions?
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