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Introduction

Purpose

This workshop series will provide participants an opportunity to focus on the validity and feasibility of their Wisconsin State Departmental Continuity of Operations Plans (COOPs) and identify any gaps/weaknesses in the policies and procedures outlined in the plans. 
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Scope

The Continuity of Operations Plans (COOP) Table Top Exercise Series will test individual departmental COOP plans and will evaluate components of these plans to include activation and relocation to an alternate facility, operations at the alternate facility, and reconstitution.  
Design Objectives

Workshop objectives are focused on improving understanding of operations plans, identifying opportunities or problems, and/or achieving a change in attitude.  The following objectives have been identified:
Objective 1: Ensure the COOPs provide for the continuous performance of a department’s essential functions/operations during an emergency. 
Objective 2:  Determine if the COOPs address the protection of essential facilities, equipment, records and other assets.
Objective 3: Identify how the COOPs reduce or mitigate disruptions of operations.
Objective 4: Ensure the actions with the COOPs will reduce the loss of life and minimize damages/losses.
Objective 5: Determine if the COOPs provide for a timely and orderly recovery from an emergency and resumption of full services to customers.
Exercise Structure
This will be a two hour multimedia, facilitated workshop.  Participants will respond to questions posed during three distinct modules:
· Module 1 – Activation & Relocation 
· Module 2 – Alternate Facility Operations
Each module will begin with a situation briefing or update.  Following the situation briefings, exercise participants will engage in facilitated breakout discussions of the scenario questions. For this workshop, the breakout groups will consist of the following:
Roles and Responsibilities
Players respond to the situation presented based on expert knowledge of their departmental COOP plans, and insights derived from experience and/or training.

Observers support the functional groups as they develop responses to the situation in the caucus sessions.

Facilitators provide situation updates and moderate discussions.  They also provide additional information or resolve questions as required.  State agency representatives will assist with facilitation as subject matter experts (SMEs) during the workshop.
Assumptions and Artificialities
In any exercise, a number of assumptions and artificialities may be necessary to complete play in the time allotted.  During this workshop, the following apply:
· The scenario is plausible, and events occur as they are presented.

· There are no “hidden agendas” or trick questions.

· All players receive information at the same time.

Exercise Rules

There is no “school” solution.  Varying viewpoints, even disagreements, are expected.  This workshop is intended to be a safe, open, stress-free environment.  The following exercise rules apply to this workshop:

· Respond based on your knowledge of current plans and capabilities (i.e., you may use only existing assets) and insights derived from the experience and/or training.

· Your organization’s positions or policies do not limit you.  Make your best decision based on the circumstances presented.

· Decisions are not precedent setting and may not reflect your organization’s final position on a given issue.  This is an opportunity to discuss and present multiple options and possible solutions.

· Assume cooperation and support from response agencies and departments.

· The situation updates, written material, and resources serve as the basis for discussion.  There are no situational injects.

Additional Information
During the exercise, you may need specific information to assist you in making a decision.  The appendices to this Situation Manual (SITMAN) contain additional information you may use in your discussion.  As you participate, draw on your experience and knowledge of how the field, local government, county, state, and federal agencies/departments work together to respond to a prolonged power outage. 
Exercise Schedule



12:30
p.m.

Registration


1:30
p.m.
Welcome and Introductions

  1:40  p.m.
Module 1 – Activation & Relocation



Situation Update




Facilitated Discussion

     2:10  
p.m.        Module 2 – Alternate Facility Operations 





Facilitated Discussion

3:20
p.m.
Closing Comments

3:30
p.m.
Adjourn
Module 1 – Activation & Relocation
(Please do not open until instructed to do so.) 
Module 1 

Background –
Blackouts, or long term power outages from weather, mechanical failure or by criminal act, serve as a powerful reminder of the critical role that electricity plays in the everyday lives of people. 

Such an event in Wisconsin would be catastrophic and require cooperation and coordination between Federal, State and local resources. For Wisconsin, a severe ice or winter storm is the most likely cause for a long term power outage event, though other potential causes do exist. 
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Though such events are very infrequent, the risk of a long term power outage is very real and is one of the most significant natural disaster threats facing many of our communities. For example, the March 1976 ice storm was one of the worst natural disasters to hit Wisconsin. Ice accumulations of up to five inches were reported, and high winds of 60 mph made the situation worse. Up to 100,000 people were without power at the height of this storm.
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Most recently the February 1, 2011 storm affected as much as a third of the U.S. population, created blizzard conditions from the southern Plains to the upper Midwest, paralyzing grain and livestock operations and threatening near-record snowfall. Ice and sleet created dangerous travel conditions and forced the cancellation of thousands of flights. The National Weather Service issued storm watches, warnings and advisories in more than 30 states,
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 National Weather Service issues a Severe Winter Storm Warning for Iowa, Minnesota and Wisconsin for November 3 and 4. 

· Sleet and freezing rain start falling around the state at 0300 hours on November 3. Power lines and trees begin icing up with the first electrical outages occurring between 2100 and 2300 hours. A State of Emergency is declared in many of Wisconsin counties. 

                                                                                                                                                             [image: image5.emf]Prolonged freezing rain and sustained, heavy winds bring down thousands of trees, hundreds of miles of power lines and telephone cables, and hundreds of distribution and transmission line structures.  The damage in Wisconsin is so severe that major rebuilding, not repairing, of the electrical grid needs to be undertaken.  In large parts of the affected area, electricity is expected to be out for 3-5 weeks.  

Due to widespread power outages, state agency office buildings are without power.

Natural gas supply to households is being maintained at distribution gateways due to backup generators, but due to impassable roadways the delivery of additional diesel fuel for these generators is at risk.  

+1 Day 

Furthermore, even if customers use natural gas or propane for water and space heating, if they do not have access to electricity their pilot lights and fans for forced air systems are not working, which means that their homes go without heat during a power outage.
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More than 1.3 million households (~3-4 million people) are essentially without electrical power. Southwestern WI is most severely hit –La Crosse, Monroe, Juneau, Adams, Vernon, Richland, Sauk, Crawford, Columbia, Grant, Iowa, LaFayette, Green, Dane counties.   AREA TBD
+2 Day 
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Travel around the state is treacherous making it difficult for truckers to haul propane. 
· KEY ISSUES

· Widespread power outages affecting 3-4 million people.
· YOUR OFFICE BUILDING IS CLOSED
· Road conditions make it dangerous to transport fuel.  

· Communication lines are damaged.

Discussion: 

· Based on the information provided, participate in the discussion concerning the issues raised in Module 1. Identify any additional requirements, critical issues, decisions, and/or questions that should be addressed at this time. 

· The following questions are provided as suggested general subjects that you may wish to address as the discussion progresses. These questions are not meant to constitute a definitive list of concerns to be addressed, nor is there a requirement to address every question.

Module 1
Questions

Participants are not required to address every question in this module.  Take a moment to review the questions in their entirety, and then focus on the critical issues of major concern for your department at this point in the exercise.
Activation & Relocation
1. Has an appropriate level of planning been done to implement COOP plans and procedures?  

Discussion Points:

· Does the plan contain a decision matrix for COOP activation with warning or without warning during duty hours, and during non-duty hours? (phone lists, etc.) 

· Does the plan contain procedures to attain operational capability within 12 hours of COOP activation?  

· Is there a procedure to notify alternate facility(ies) manager of COOP activation?  

· Is there a procedure to notify the Director of Emergency Services upon implementation of COOP plans? 

· Does your COOP plan identify the departments necessary to continue essential functions? 

· Is there a procedure to notify outside departments necessary to continue essential functions?

2. Does the COOP Plan contain procedures to notify all department personnel of COOP activation?

Discussion Points:

· Does a roster of fully equipped and trained COOP essential personnel with the authority to perform essential functions and activities exist? 

· Is there a procedure to notify COOP essential personnel?

· Does the plan contain directions and maps of routes from primary location to alternate operating facilities?

· Does the plan contain a procedure(s) for personnel accountability throughout the duration of the COOP activation? 
· Is there a procedure for employee advisories, and alerts for non-emergency personnel?
3. Does the plan identify processes and procedures to acquire the resources necessary to continue essential functions and sustain operations for up to 30 days been established?  

Discussion Points:

· Is there a procedure for ordering all necessary equipment/supplies not in place at the alternate facility(ies)?  

· Is there a procedure to move records, not pre-positioned, from the primary to the alternate facility(ies)?  

4. Is there a procedure that specifies how and when direction and control of agency operations will be transferred to the devolution site?

Discussion Points:

· Is there a procedure to prioritize essential functions and determine necessary resources to facilitate their immediate and seamless transfer to a devolution site?  

· When the devolution option of the COOP is activated, has a roster identifying fully equipped and trained personnel with the authority to perform essential functions and activities at the designated devolution site been developed?  

Module 2 – Alternate Facility Operations
(Please do not open until instructed to do so.)

Module 2 – 

Thanksgiving Day

3 weeks have passed since the storm hit. FYI--it is Thanksgiving. To date, 17 people have died due to the storm.
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Larger cities and towns are up and running, but rural communities especially those in SW WI continue to be without electrical power as power lines are still being repaired.  Plus, propane supplies are running low in rural communities. 

The roads in SW WI are improving but drivers delivering fuel (petro, propane, and natural gas) are now running up against driving restrictions. 

Receive reports that some elderly people, who have been reluctant to seek emergency shelter, are on the verge of freezing in their homes.  

Farmers have been using back-up generators to milk their herds, but fuels (petroleum and propane) are starting to run low.  Farmers in Richland and Iowa Counties are asking for help. 
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During the entire ice storm episode, a refinery in Illinois slowed down production.  To compensate for the reduction, the petroleum industry rerouted fuel to WI via tanker trucks from Missouri.  

KEY ISSUES

· Rural communities and Government offices still without power.

· Truck driver restrictions.

· Farmers need help.

Module 2
Questions

Participants are not required to address every question in this module.  Take a moment to review the questions in their entirety, and then focus on the critical issues of major concern for your department at this point in the exercise.
Alternate Facility Operations
1. Is the alternate facility located in an area where the ability to initiate, maintain, and terminate operations can occur without disruption? 

Discussion Points:

· Did the department consider internal departmental sites for alternate site selection before choosing an external departmental site?  

· If the alternate facility is not owned or leased by the organization, has an MOA/MOU been established with the owner or occupant of the facility? 

· Was consideration given to other options, such as telecommuting locations, work-at-home, virtual offices, and joint or shared facilities? 

2. Has a risk analysis of the alternate facility been performed?

Discussion Points:

· Were all possible scenarios that could require COOP relocation (e.g., fire, flood, potential threat of terrorism considered)?

· Do alternate facilities consider the distance from the threat area of any other facilities/locations (e.g., hazardous materials/nuclear power plants, areas subject to natural disasters or civil unrest)?

· Did planning for the alternate facility include appropriate physical security and access controls?

· Is there a need for security personnel to provide perimeter access control and internal security functions? If so, what notification/coordination is required to obtain security support?

3. Do alternate facilities provide the ability to be operational not later than 12 hours after activation and allow for sustained operations for up to 30 days? 

Discussion Points:

· How many associates per shift will be required to accomplish essential functions for 30 days or until the event is terminated? 

· What is the minimum amount of space employees need to accomplish their function under emergency conditions? 

· What are the equipment and furniture requirements for the facility? Are they identified in the plan? 

· Has planning for the alternate facility included reliable logistical support, services, and infrastructure systems, including water, electrical power, heating and air conditioning, etc?

· Do alternate facilities have access to essential resources such as food, water, fuel, medical facilities, and municipal services (e.g., fire, police)?  

· If the alternate facilities are located at a distance from the primary site, have plans been developed to address housing for emergency staff (e.g., billeting within facility, local motels)? 

4. Have you considered your transportation and parking requirements at the alternate facility?

Discussion Points:

· Do you need government vehicles at the facility?  

· Do you need rental vehicles at the facility (have you identified a source)?

· What mode of transportation will your employee use to travel to the alternate site?  

5. Are there available interoperable and redundant communications?  

Discussion Points:

· Does the same level of communications interoperability exist at the alternate facility?  

· Has planning for the alternate facility included interoperable communication with all identified essential internal department organizations?  

· Is the alternate facility outside the communications and data grid of the primary facility? 

· Is the planned communications capability commensurate with the department’s essential functions and activities (sufficient telecommunication lines and data lines)?  

6. Does the plan ensure the identification and protection of vital records, systems, and data management software and equipment?  

Discussion Points:

· Does the plan include procedures for handling classified or sensitive information (if applicable) at the alternate facility site?  

· Have emergency operating records, such as emergency plans and directives; orders of succession; delegations of authority; staffing assignments; and related records of a policy or procedural nature been included?  

· Have legal and financial records critical to carry out a department’s essential functions and activities been included?  

· Does the plan include provisions to protect the legal and financial rights of citizens?  
· To the extent possible, have vital records, data management software, and equipment been pre-positioned and updated on a regular basis to include duplicate records or backed-up electronic files?  
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